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A "process" is a 
running program

python3

python2

student submission: 
 
import subprocess 
ubprocess.check_output([

   "rm", "-rf", "/"

])



Sandboxing
Most common sandboxing technologies:


1.Virtual Machines


2.Containers


But first, a little background...



CPUs, Operating Systems, and Kernels

https://en.wikipedia.org/wiki/X86_instruction_listings
...

a CPU's instruction set is 
the collection of operations


it can perform

CPU Modes

1. User mode (regular ops)

2. Kernel mode (privileged ops too)


hardware

your processes

operating system

proc1 proc2 ...
CPU's user mode

CPU's kernel modekernel

rest of the OS



Sandboxing
Most common sandboxing technologies:


1.Virtual Machines


2.Containers


Now, with that quick background...



Virtual Machines
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Pros

1. really fast

2. low memory overhead


Cons

1. inflexible (all containers have same kernel version

2. kernel needs to support container features 

(Linux has cgroups, namespaces, seccomp, etc)

3. sharing kernel is a security risk

Docker makes it very easy to 
use these container features



Virtual Machines
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Containers

Linux 5.10 Kernel

Pros

1. really fast

2. low memory overhead


Cons

1. inflexible (all containers have same kernel version

2. kernel needs to support container features 

(Linux has cgroups, namespaces, seccomp, etc)

3. sharing kernel is a security risk

https://nickjanetakis.com/blog/should-you-use-the-
docker-toolbox-or-docker-for-mac-windows

Even if you use "Docker for Mac" or "Docker 
for Windows", you're really using Linux

https://nickjanetakis.com/blog/should-you-use-the-docker-toolbox-or-docker-for-mac-windows


Docker Makes Reproducibility Much Easier
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Demos...

https://tyler.caraza-harter.com/workshops/docker-s21/overview.html

https://tyler.caraza-harter.com/workshops/docker-s21/overview.html
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Ports Mapping
IP: 40.122.35.162

Docker Args: -p 123:80

Docker Args: -p 456:80
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request to 40.122.35.162:123/index.html

request to 40.122.35.162:456/test.png

client computer



Thank You! 
Any questions?


